























Emergency Agent Window

/7Zoom Thumbnails

Video Display

DVR List
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Event Level
Event Type \\

/—Event List

\ \

Level Buttons

Setup Window

Network Port Indicates the port which the Emergency Sitin
Agent uses to listen for incoming events. o
This number should be changed to the same
number as is set in the Emergency Port in
Network Settings on the XVR.

Vertion EITTY

¥ Minimized on Statup

F E Popus On Alum

Netwerk Pest | 2001 2
Save Directory Sets the location that recorded video footage T
is saved to. T o
Notice Options Configuration settings for activating an e
audible indicator or popup window when the S
Emergency Agent receives an event. ¢ Beorolam

7 Play selected Wave

I |

,—Edit Memo

/—Save Memo

Memo Text Box

< Adarm Confimation List »

5]

Alarm Confirmation List

Filter Event List

1. Selectan XVR from the DVR List in the Filter Options section.
Select the Date to include.
Select the type of Event(s) to include.

Select the event levels (Review, Dismiss, Critical, Default).

o~ w N

Click the On button to display filtered event listings.
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Add Items to Alarm Confirm List
1. From the Option menu, click Setup.
2. Type the desired text in the box below the Alarm Confirmation List.

< Alarm Confirmation List >

Dreliveny Truck,
Suspected Theft

NOTE: The items in the Alarm Confirmation List will be available on a list under Status Setting in main Emergency Agent screen.

Status Setting
Level [] Default * LConfirmed | [Select Type]

Raccoons
Drelivery Truck
Suzpected Theft

3. Click Add.

4.  Click OK to save changes and close the window.
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Search Alarm Window

Expart Option
AVl File

Signature E #port

Video Display— —\

[0 =]
= m

Alarmn Setting

Play Controls— —\

E E E [~ Continue Playing

B S e Go to Next Event

Speed (g e LU

Server 00-000
Mame

15:54:21 Time Apply Close

Go to Previous Event

Alarm Event Information—

Export Quality It may be necessary to reduce the overall size of an .AVI file; for example, to email to someone.
AVl file sizes can be reduced by reducing the image quality. However, reducing the image quality
causes the .AVI video to appear more pixilated. When size is not an issue, setting quality to 100 is
highly recommended.

Digital Signature Adds a digital signature to the exported .JPG image for use with the Digital Signature Verifier to
verify integrity of exported images and prevent tampering.

View Recorded Video

Double-click an event listing to open the Search Alarm window.
Use the play controls to locate the desired video.
Select the Continue Playing Box to watch all recorded events. When not selected, playback stops at the end of the alarm event.

Select the Same Camera Box to watch all events recorded by a single camera.

o > L o

Click the Apply button after making any changes.

Export Video
1. Double-click an event listing to open the Search Alarm window.
2. Use the play controls to locate the desired video.
3. Click the Rewind button to return to the beginning or desired spot in the video.
4. Click the Stop button.
5. Select the Export Type — JPG or AVI.
Save JPG:
a. Select the Digital Signature Box to embed a digital signature in a JPG file.
b.  Click the Export button.
Save AVI
a.  Reduce Export Quality only if necessary to reduce the size of the file.
b.  Click the Export button.
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REMOTE SOFTWARE OVERVIEW
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The XVR was specifically designed to be fully operated and maintained remotely. It connects using the standard TCP/IP protocol
thorough connection types such as DSL, Cable Mode, T1, ISDN, 56K Modem, LAN, and more. The Surveillix Remote software allows
you to view live video, search through archived video, export images and video clips and have virtually full Setup control.

Highlights:

Search archived video

View live video

Export images and video clips
Control relay outputs

Setup administration

Basics:

The XVR can have up to 5 simultaneous remote connections. Each user can perform functions on the XVR and will not affect the
other users. The only exceptions to this are accessing Setup and controlling a PTZ camera. Only one user is allowed to access setup
or control a PTZ camera at any given time. The pictures per second passed to the Remote Client vary greatly depending on the
connection type and speed.

In order to log in to the XVR server, a user account must be made for the user. This ensures that only authorized personnel are
allowed to log in. In addition, each user can be assigned different privileges that allow them or deny them access to different
functions. For example, a user can be denied Searching and Setup privileges and only granted access to view cameras 4, 8 and 16.

It is highly recommended that users not be granted Setup privileges since this can pose a security risk.
Only properly authorized Administrators should have access to Setup.

The Remote software operates virtually the same way as the XVR itself. The appearance of it matches the XVR almost identically;
however, there are a few minor differences. Some search features are not available (such as the Index and Object Searches) as well
as some Setup options.



Remote Client Minimum Requirements
Intel® Pentium® IV 1.4 Ghz or equivalent
512MB System Memory
DirectX 9 or higher
32 MB Video Card
Internet or LAN Connection (56K, DSL, Cable Modem, T1, ISDN, etc.)
TCP/IP installed
Microsoft® Windows® 2000 or XP Operating System
1024 x 768 display resolution
16 Bit color depth or better

Remote Client Recommended Requirements
Intel® Pentium® IV 2.4+ or equivalent
512MB System Memory
DirectX 9 or higher
Compatible video card (AT Preferable)
Internet or LAN Connection (DSL, Cable Modem, T1, ISDN, etc.)
TCP/IP installed
Microsoft® Windows® 2000 or XP Operating System
1024 x 768 display resolution
32 Bit color depth or better

Remote Software Setup

Installing Remote Software
1. On the client computer, insert the Surveillix Software CD into the CD-ROM. The CD should play automatically.
2. When prompted, select the Install Remote Software option. Follow the installation instructions carefully.

3. When the software finishes installing, close any open installation windows.



Create a New Remote Connection

Local Setup. El
Site List | Configuration | POS Setup |
DV List
Find DVA [ =l

DVR Site List_—"

Import/Export saved configurations]

New | Modify | Delete Delete All | Import | Export |
F—formation
: : SieType User Marme: [~ Save ID/Password
Selected Site Information
IF Address Password
Cannect (B

0K Cancel

1. Select Start > Programs > Surveillix > Remote > Surveillix Remote Center. The Surveillix Remote Software opens and the Local
Connection window opens.

2. Click New to open the Site Info window.

3. Select the Site Type and enter a Site Name. The Site Name will be the name displayed inside the connection box to help
identify the server.

4.  Enter the IP Address of the XVR server. By default the XVR is set to connect using DHCP.

5. Enterthe Center Port. This setting is specified on the server.

6.  Click OK.

7. Click the newly created connection and enter the login username and password. (case sensitive)

8.  Click Connect.
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Configuring the XVR

In order to access the XVR remotely, the XVR Server must be setup to allow remote connections.

Time Out Value

Specifies a value (in seconds) to wait for a signal
from the Surveillix Remote Client. If a signal is not
received by that time, the connection is dropped.

Center Port

Used to transfer the connection data.

Image Port

Used to transfer the image data.

Search Port

Used to transfer the search data.

Configuring the Server for Remote Connection
1. Enter Setup on the XVR.
2. Click the Network Setup button to open the Network Menu.

[ Dizable Remote Control

Transport Setup
Quiality :

Resolution :

MNetwork Setup

Time0ut Value :

Emergency Part :

[1024 - 5000)
Center Port :
[1024 - 5000)
Image Port :

[1024 - 5000)
Search Port :
[1024 - 5000)

NORMAL hd

3607240 hd

Bl
2001

2000
2002
2003

3. Clear the Disable Remote Control option. You should now be allowed to adjust port settings if necessary.

NOTE: If you are using a Firewall, it may be necessary to adjust the port settings on both the XVR and the Firewall. Contact the
Network Administrator for more information.

4. Click OK.

5. Make sure a User account is created. Without a user account, the Administrator account must be used.

6. The XVR server is now ready to receive incoming connections.

Access Remote Connection

1. Open the Remote Software.

2. Click the icon of the server as defined previously.

3. Enter the user name and password of an authorized remote user as defined in Network > Client Setup > User Account on the E-

Series system.

NOTE: User Name and Password are both case sensitive.

4.  Click the Connect button.
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DIGITAL VERIFIER OVERVIEW

JPG images and .AVI video files that are exported from the Digital Video Recorder are automatically embedded with a digital
signature. Digital Signatures are a way to verify the authenticity of the images to ensure that they have not been tampered with or
edited in any way. Included on the Software Installation DVD supplied with the XVR is the Digital Signature Verification program. This
program can be installed on any computer and loads an image in question.

Installing the Digital Verifier

1. Insert the Software Installation CD into the CD-ROM. (Do not install on the XVR.)
2. Select the Digital Verifier option to begin installation. When the Welcome screen appears, click Next.
3. When the Setup Complete window appears click Finish. Installation is complete.

Using the Digital Verifier

1. Open the Digital Verification program by selecting Start > Programs > Surveillix > Digital Verifier > Digital Signature Verifier.
2. Click the Browse button to load the .JPG image. Digital Signature Verifier
3. Enter the Site Code of the XVR that the image was | F=]

originally extracted from. (The Site Code is specified in the
Site Information Setup Menu)

steCode [ Veiy | Ciose |

Message  Choose a file to verify.

4.  Click the Verify button to continue or Close to close the
window without verifying.

If the image has been tampered with, a red square will appear
around the image with the message “Entire image changed or

If the image has not been tampered with, a blue square will
appear around the image with the message “Original image file.”

wrong SITE CODE.”
Digital Signature Yerifier E3 Digital Signature Yerifier E3
T\ 0_20040107140201_MARK jpa =l T\ 01_200401071 40201 _MARK jpa =]

Site Cade {100-000 Site Code [100-000 Verity | Close |

Message  |Driginal image file !

Meszage |Entire image changed or wiong SITE-CODE !l
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BACKUP VIEWER OVERVIEW

The Backup Viewer allows you to play back the exported video in its proprietary format. Video saved in this format is extremely
difficult to tamper with and therefore is the ideal solution when law enforcement and the legal department are involved.

This video cannot be read by any other viewer.

The Backup Viewer operates essentially like the Search portion of the XVR software.
For detailed explanations of these functions, refer to the chapter on Search Options in this manual.

BackupViewernVersion,3:5.0.

surveillix

21 -
23 -

SELECT DATE |

&@é}
(BEEE

ADVANCED CONTROLS

sLow FAST

@&—pO
. B0
FHEHPHEHEHEHEHEHEREER. o o & 156:18 A C"""’"“““|

@T"E!\'NCN
CAMERA SELECT

@O0 0C60 NOONOONOOHAOEOH® M RETURN

OBJECT PREVEW WOEK OMPHC  gpve peney oPEM  pos 17) (18) (i9) (20) (21) (32) (23) (24) (25) (26) (27) (28) (29) (30) (31) (32 TO MAIN

Installing Backup Viewer

1. Insert the Software Installation DVD into the DVD-ROM.
(Do not install on the XVR.)

2. Select the Backup Viewer option to begin installation.
When the Welcome screen opens, click Next.

3. Read the License Agreement and select the appropriate radio button to accept the terms of the license agreement.
Click Next.

4,  Select Yes to install the POS component or Select No for a basic install.
Click Next.

NOTE: The POS component is only necessary when connecting to a server running the POS Upgrade.

5. When the Choose Destination Location window opens click Next.
This will install Backup Viewer in the default destination folder.

6.  Select the shortcuts to install, or clear all boxes for no shortcuts.
Click Next.

7. When the InstallShield Wizard Complete window appears click Finish.
Setup is now complete.
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Loading Video from DVD or Hard Drive
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1.

Open the Backup Viewer program: Start > Programs >
Surveillix > Backup Viewer > Backup Viewer.

Click the Open button. The Total Backup Search window
will open.

For Clip backup files, expand Clip and select the desired
drive.

For Backup files, expand Backup and select the desired
drive.

Click the desired backup file or clip.

Click OK.
The video will load into the Backup Viewer.

Total Backup Search E]

Total Backup Search l Chonge time to zearch ] Clip Search]

= {4 Clip
ERT 110
+ u Backup

Refresh

oK | Cancel |




SCS OVERVIEW

SCS software is Network DVR Management Software; a powerful utility that allows 100 or more DVR units to be controlled using one
computer. This software allows you to view live video, search saved video, edit and configure setup on each DVR, and import maps
of buildings and other locations.

The SCS software was specifically designed as an enterprise software solution.

CAUTION: SCS and Emergency Agent are not compatible to run on the same PC. If you have Emergency Agent installed on this PC,
you must uninstall it before installing SCS. SCS will perform the same alarm notification as Emergency Agent.

Highlights:
View Live Video from most computers
Username and Password protected

Easy to use graphical interface

Basics:

In order to log in to the XVR server, a user account must be made for each user. This ensures that only authorized personnel are
allowed to log in. In addition, each user can be assigned different privileges that allow them or deny them access to different
functions.

Configuring the Server for Remote Connection
1. Enter Setup on the XVR.
2. Click the Network Setup button.

3. Clear the Disable Remote Control option. You should now be allowed to adjust port settings if necessary.

NOTE: If you are using a Firewall, it may be necessary to adjust the port settings on both the XVR and the Firewall. Contact the
Network Administrator for more information.

4.  Click OK.
5. Make sure a User account is created. Without a user account, the Administrator account must be used.

6. The XVR server is now ready to receive incoming connections.

Connecting to an XVR

Refer to the Setup section of the SCS Manual for information on using the SCS Software. The SCS Manual can be found on the
Software CD.

105



106



APPENDIX: SPECIFICATIONS

XVR SPECIFICATIONS

4 16
CPU Intel® Celeron 3.2+ GHz CPU
Storage (Hard Drive) 250 GB Standard / Virtually Unlimited Storage Potential
Storage MAX Up to 2 HDD with DVD£RW
Operating System Microsoft® Windows® XP Embedded
NTSC Max 120 FPS
Viewing Rate
PAL Max 120 FPS
NTSC 60 PPS — Max 60 PPS / 120 PPS — Max 120 PPS
Recording Rate
PAL 60 PPS - Max 50 PPS / 120 PPS — Max 100 PPS
Digital Control Output 4 4
Sensor Input 4 16
Resolution NTSC 640x480 / 640x240 / 320x240
(x60, x120 - 16CH) | pAL B40x576 / 640x288 / 320x288
Resolution NTSC 720x480 / 720x240 / 360x240
(x120 - 4CH) PAL 720x576 | 720x288 | 360x288
Image Compression MJPEG
360x240 — 3~5k
Average File Size 720x240 - 4~8k
720x480 - 7~12k
Video Inputs 4CH (BNC) 16CH (BNC)
Looping Outputs 0 16CH (BNC) — Each can be terminated (75Q)
Composite Outputs RCA
Video Outputs SVGA
Max PPS Per Channel 30 Pictures Per Second (PPS) — NTSC / 25 Pictures Per Second (PPS) - PAL
Motion Detection Up to 5 Regions Per Channel / Adjustable Sensitivity
Remote Operation Full Remote Control Through PSTN, ISDN, ADSL, LAN, and TCP/IP
Remote Software Compatible with Microsoft Windows 2000,XP
PAN/TILT / ZOOM Built In RS-485 Interface Built In RS-422 Interface
Recording Mode Continuous, Motion Detection, Sensor, Scheduled Recording
Backup USB, DVD+RW
Digital Signature Supports Digital Signature Verification
Emergency Agent Transmitted through TCP/IP — SCS
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